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Granting Permissions

Polaris permissions control who can access, create, modify, or delete specific record
types and who can perform specific tasks in Polaris. Most permissions that control
access to and modification of record types are set for the organization that owns the
specific record. Permissions that control the ability to do specific tasks are typically set
at the system level.

You can set up permissions based on the needs of the organizations in your system,
and the tasks that staff members are expected to do. To allow administrators to control
all records and functions in Polaris, you can set up certain staff members as
“Superusers” or add these staff members to the Administrator permission group.

Using the fine level of control available in Polaris permissions, your library can
effectively manage the specific tasks your staff members can perform in Polaris. The
flexibility of Polaris permissions provides libraries options to accommodate various
staff responsibilities, such as:

» Check-out clerks cannot override circulation blocks, but the supervisor does have
permission to override these blocks.

» Staff members at a large library system rotate among different branches. The
staff members have a set of permissions that are the same for all but one branch.
The one branch is more restrictive with the permissions granted to rotating staff.

» Senior catalogers have permissions to maintain authority records used by the
entire library system. All other catalogers have permission to access the headings
used in bibliographic records, but they cannot add any headings or change existing
ones.

» The library system has a central acquisitions department, but individual branches
maintain their own selection lists. The central acquisitions department can access
each branch's selection lists, but only specific staff members at the branch can
modify the lists.

» Each member library in a consortium prefers to keep its fund structure private.
Libraries cannot view (access) each other’s fund records.

When a staff member does not have the appropriate permission to do a patron services
or circulation task, a permission block message appears. You can allow specific staff
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members (typically supervisors) to override certain permission blocks so the blocked
staff member can continue the task. Set the following profiles for staff members as
appropriate: Override acquisitions blocks; Override serials blocks; Override cataloging
blocks; Override patron services blocks; and Find Tool: Override SQL search blocks.

See also:

* Permission Strategies

Managing Organization Security

Managing Permissions with Permission Groups

Managing Permissions for Staff, Workstations, Groups

Setting Administration Permissions

Permission Strategies

You can manage permissions in Polaris using any of the following methods, according
to your needs:

» Set security for an organization’s records - Identify who is allowed to view and
use an organization’s records. Expand the Security folder for the organization in
the Administration Explorer, select a permission, then find and select the staff
members, workstations, and permission groups that should have the permission.
All the permissions that can be set at an organization level are listed under Secur-
ity for the organization in the Administration Explorer. See Managing Organization

Security.

Tip:

If you are implementing Polaris permissions for the first time, the
group method is a convenient strategy. See Using Groups to Set
Initial Permissions.

» Set up permission groups - Set up permission groups with multiple permissions
and add multiple staff members, workstations, and/or organizations to the group.
You can add permissions to the group to give them to all group members, and add
group members. For example, a Cataloging permission group might have most
cataloging permissions except deleting records. If a new cataloger is joining the
library, you can add her to the group to give her all the appropriate permissions in
one step. See Managing Permissions with Permission Groups.
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» Set permissions for an individual staff member or workstation - For example, a
staff member who works in acquisitions needs permission to import brief bib-
liographic records using the Express Import option. See Managing Permissions for

Staff, Workstations, Groups.

Important:

The PolarisSuperuser “staff member” and the Administrator
permission groups have all permissions. The Superuser ensures
there is always at least one person able to work in Polaris
administration. Only one or two individuals should have access to
this logon. The Administrator group simplifies giving Polaris
administration permissions to backup administrators. Permissions
cannot be taken away from the Superuser or Administrator
permission groups, and these two records cannot be deleted.

See also:

» Permission Availability and Record Ownership

e Permissions for Tasks

» Assigning Permissions to Workstations

* Permission Assignments at Upgrade

» Special Permissions for Rotating Staff

e Special Permissions for SQL Searches in the Find Tool

Permission Availability and Record Ownership

A specific set of permissions is available at the system, library, and branch level. While
many permissions are set at the branch level, some permissions are available at all
levels, and some are available only at the system level, only at the library level, or only at
the branch level.

The permissions that control access and modifications to Polaris records can only be
set at the organization level to which the record belongs. Some types of records can be
owned at multiple organization administration levels. Other records can only be owned
at a specific level. For example, item records can be owned at the system, library, and
branch levels, but patron records can only be owned by a branch. Permissions to use
item records are available and set independently at each level and for each organization.
You set permissions for every organization that uses the associated records.
Permissions to use patron records are available only at the branch level.
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Important:

Bibliographic and item records can be maintained at the system, library, or
branch level. Cataloging record permissions must be set for at least one
organization. Typically, if the catalog is maintained by a central cataloging
department for all organizations, the system level permissions are used. If
each branch maintains its own cataloging records, assign the catalog
record permissions for each branch.

Note:

See Polaris Permission Groups - Default Permissions Reference for a list
of the record fields that indicate ownership for each type of Polaris
record.

Several levels of permissions control access to and operations on an organization’s
records. For example, you need the appropriate Access permission to view an
organization’s bibliographic records, or even see those records in lists such as Find Tool
results. Separate Create, Modify, and Delete permissions control the ability to do these
operations on the organization’s bibliographic records.

Important:

If you have the permission Use ‘own’ cataloging record sets: Allow, you
can create record sets that no other users can access, including your
system administrator. When you create a new cataloging record set, your
user name is in the Owner box by default if you have this permission. To
allow other users to access the record set, first select a different owner
before saving the record set.

Some permissions are not organization-specific. These permissions are set at the
system level and define access to options on the Polaris Shortcut Bar, access to
specific tables in Polaris administration, or the ability to do certain tasks regardless of
record ownership.

Permissions for Tasks

Most workflows in the Polaris staff client require multiple task permissions. You do not
need to set all permissions for all organizations. If an organization does not do
particular tasks, the permissions for that workflow do not need to be set for the
organization. For example, if a branch does not use Polaris Acquisitions because
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selection, ordering, receiving, and invoicing are done at the main library, then the branch
does not need acquisitions permissions.

Assigning Permissions to Workstations

The ability to do a task in Polaris depends on the permissions set for both the staff
member and the workstation. For security, libraries may want to restrict the tasks that
can be done on a particular computer, even if the person logged on has permission to
do the tasks.

Example:

A computer monitor at a reference desk is visible to the public in that
area. The library is concerned about patron privacy, and wants to prevent
patron account information from appearing on that computer, so that
workstation does not have permission to view the library's patron records.

You can set permissions for individual workstations, or you can use the following
options:

» Create permission groups specifically for workstations and assign permissions
based on the security or privacy requirements of the workstations in the group.

Note:

Do not put restricted workstations in permission groups with access
to system security or patron information. To view a workstation'’s
permissions, go the Permissions view of the Workstation workform.
See Managing Permissions for Staff, Workstations, Groups.

» To give workstations and staff members the same permissions, make the work-
stations members of the same permissions groups to which the staff members
belong. This method ensures a staff member can always do their tasks. However,
do not use this method for computers where privacy and system security are
issues.

» To give all workstations in an organization the permissions of a group, make the
organization a member of the permission group.

Important:
The Polaris Superuser logon overrides any permission restrictions of
a workstation. The Polaris Superuser can do any task on any
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workstation except access record sets owned by an individual staff
member.

Permission Assignments at Upgrade

When you upgrade to a new version of Polaris, new permissions may or may not be
granted to existing staff members by default. (New permissions are always granted to
members of the Administrator permission group.) If you prefer not to accept any Polaris
default settings that grant new permissions to existing staff members, set the system-
level Staff Client profile Permissions: Use Polaris-defined new permission defaults to
No. This setting causes all new permissions to be set to No (not granted) at upgrade,
but does not affect existing permission assignments or the Administrator permission
group. The default setting is Yes.

Important:

If you want to set the Staff Client profile Permissions: Use Polaris-
defined new permission defaults to No, you must set the profile before
you upgrade to the new version of Polaris.

Special Permissions for Rotating Staff

If the library rotates staff among branches, you can allow the rotating staff members to
select a session branch at log-on. When a branch is selected, settings for that branch
are in effect for the session (not the branch with which the staff member’s user name is
associated). For example, when a circulation staff member logs on to the current branch
instead of the staff member’'s “home” branch, the system can route an item that fills a
hold request correctly. The item is not routed to the staff member’'s “home” branch
when it should be picked up at the current branch.

To enable staff members to select a branch at log-on, give both the staff member and
the workstation these permissions:

» Access logon branch: Allow - Specifies who can log on to branches other than
their own. The staff member can select a branch from a dialog box when logging
on. This permission is set at the System level.

» Logon branch: Access - Specifies who can log on to a specific branch even though
the staff member is not registered with the branch. The staff member can select a
specific branch when logging in. This permission is set at the branch level.
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The workstation’s parent branch is the default selection in the Polaris Log On
Branch dialog box. If the staff member does not have the Logon branch:

Access permission for the workstation’s branch, the default selection is the staff
member’s home branch. (If the staff member does not have the Logon branch:
Access permission for the home branch, the first branch in the list of
permissioned branches is the default selection.)

Note:

The user and logged-on branch for a Polaris staff client session are
displayed at the top of the Polaris Shortcut bar and on the About
Polaris dialog box (select Help, About Polaris on the Polaris
Shortcut bar).

Special Permissions for SQL Searches in the Find Tool

Three system-level permissions control the ability to use the Polaris Find Tool to
do SQL searches. These permissions affect only the ability to do SQL queries in
the Find Tool. No modifications to the database are possible from the Polaris Find
Tool.

Find Tool: Access SQL mode - Allow - The SQL option is available for selection on
the Polaris Find Tool. The staff member can search in SQL mode.

Find Tool: Create or modify named SQL searches - Allow - The Save and Save
As options are available when the Find Tool is in SQL search mode. The staff mem-
ber can save an SQL search and edit a saved search and save it.

Note:

If the staff member does not have this permission and selects
Save or Save As, a permission block message appears. You can
allow specific staff members to override the block. See Set the Find
Tool SQL permission blocks override.

Find Tool: Delete named SQL searches - Allow - The Delete option is available
when the Find Tool is in SQL search mode. The staff member can delete a saved
SQL search.

Note:
If the staff member does not have this permission and selects
Delete, a permission block message appears. You can allow specific
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staff members to override the block. See Set the Find Tool SQL
permission blocks override.
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Managing Organization Security

Using the Security view on the Administration Explorer, you can list all the permissions
available at each organizational level in Polaris. You can grant permissions at the
system level for administration and centralized functions, and each library and branch
can identify who is allowed to use the organization’s records. In one step, you can add
or remove multiple staff members, workstations, or permission groups for a selected
permission at a particular organization.

In the Security view, the Control Record list displays all the permissions available for
that level, organized in subsystem folders. The Individuals with Permission list displays
all the staff members, workstations, and permission groups that have a selected
permission.

File Edit Help
N-=-H ED
mAdmlnlslmt\on Explorer - Syst é Security
m Administration Explorer - Sy:
“ah System: QARIGEL Security
g Parameters Control Record Individuals With Permission
Profiles ~
Permissions = Remove Assign v
=
A
i ;g Policy Tables = @@ Cataloging ~ W A dministrator ~
- ' Database Tables ¥ Administrator minus SA permissions
f)-E Notification Tables 4 allow ma" _
+[j Server @ [£] Access DETSOTED ed fields bulk change W MVLS-5ALS Technical Services Manager
£ Ly Library & 2 Access carousel toolkit Mo modify fine parmission
+ el Bl (£ Access cataloging subsystem Mrahest large permission add
¥ Collection @ (2] Access item record bulk change 4§ Test Architect Group
@ Waorlcstation & 3 Authority create links to authority records B2 aabars
P2 Staff Member @ (23 Authority create links to bibliographic records Faree ¥
- Patron & 3 Authority records E ar N
B E3 Authority templates Egdw""“
& [£3 Auto delete processing of reserve item records ggJoAnne.ZukoAslu
@ (27 Bibliographic records ?ELafa\u'a
& (=] Bibliographic templates F&marycay.phelps
& 3 Campaigns B 2matt.rilsen
71 Cataloging record sets N F2new permission tests &
< > < >
< >
For Help, press F1 B2 lawra.peer MUM

Icons identify the following permission holders:

* -Staff member
* -Workstation

* [W#]- Permission Group

Note:
Entire organizations may have permissions based on permission group
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membership. The Permissions view for an organization lists the
permissions that are granted to the specific organization due to its
membership in a permission group. See Managing Permissions with
Permission Groups.

See also: Manage organization security settings
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Managing Permissions with Permission Groups

You can set up groups of staff members and workstations that are involved in the same
types of tasks in the library, and assign the permissions to the group. For example, you
can set up a Circulation Clerk permission group with the required permissions for
circulating items. Then, you simply add the staff members and workstations to the
Circulation Clerk permission group.

Permission group records are managed using the Permission Group workform. You can
find and open a permission group record from the Polaris Shortcut Bar (select
Administration > Permission Group), or the Administration Explorer menu bar (select
File > Open > Permission Group).

Note:

To set up and manage groups, you need the

Permission Group permissions (Access, Create, Delete, Modify), and
permission to access any associated staff member, workstation, or
organization records.

See also:

e Group Permissions for Organizations

o Default Permission Groups

» Using Groups to Set Initial Permissions

o Create a new permission group

+ Copy a permission group

* Manage permission group membership

Group Permissions for Organizations

You can assign entire organizations (system, library, branch) to permission groups.
Every staff member and workstation that is assigned to the organization gains the
permissions of the group. Organization membership in a permission group is best used
for library systems that use centralized cataloging, acquisitions, and serials processing.
You can create a permission group that has access-only permissions for bibliographic,
item, authority, serial control records, then make the entire system the member of the
permission group. Every staff member and workstation for every organization in the
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Polaris installation automatically has access to the records. However, they cannot
modify, create, or delete the records, and you probably would not assign these types of
permissions through organization group membership.

Note:

If a library is a member of a permission group, the staff members and
workstations assigned to the library and its branches receive the group
permissions. If a branch is a member of a permission group, only the staff
members and workstations assigned to the branch receive the group
permissions.

Default Permission Groups

Polaris is installed with default permission groups that already have many of the
permissions needed to do common library workflows at all organizations. All you need
to do is identify the staff and workstations that are members of the permission group.
You can add or remove permissions from a default group to suit an organization’s staff
departmental structure and workflows. If you want stricter security, you can copy the
default permission group, remove the permissions that do not apply to the new group,
and give the permission group a different name.

Example:

In a system where each library needs to control access to patrons’
personal information, you can copy the Polaris Circulation Clerk
permission group and give it a name that identifies it for a circulation desk
at a specific library. Remove the permissions that do not apply to the
specific library. Include the circulation staff at the library as members of
the new group. Repeat the process for each library that requires strict
control of privacy information.

The names of the Polaris default permission groups begin with Polaris. To list the
default permission groups in the Find Tool results list, search by name for Polaris*.

For a list of the default permission groups and the permissions associated with them,
see Polaris Permission Groups - Default Permissions Reference.
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Using Groups to Set Initial Permissions

If you are setting up Polaris permissions for the first time, you may find this method
useful:

1.

Make lists of the following information:
All organizations (system, libraries, and branches)
Note:

A library must also have a branch of the same name. See Setting
Statistical Codes for Reports.

Departments for each organization

Staff members in each department
Supervisors or managers of each department
Workstation names and where they are used

These lists help identify how many permission groups you may need to set up, and
the possible members of the groups. Every department for each organization may
be a group. You may want a supervisor group for each department, or combine all
supervisors into a single group at each organization. You probably need a
Circulation clerk group at every branch.

Review areas of organizational responsibilities, and compile a list of functional
areas in each department.

Work such as administration, cataloging, serials processing, or acquisitions in
large library systems or consortia may be centralized. In this case, you may need a
single permission group for catalogers. If each library is responsible for its own
technical services, you may need multiple cataloging groups, one for every library
that maintains its own cataloging records.

Certain departments may have several functional areas, so they may need a finer
division of group responsibilities. For example, a Technical Services department
may need a permission group for catalogers and a separate permission group for
the people doing acquisitions and serials processing. The list may be based on
work area or job descriptions.

Compile a list of permission groups based on the information you have gathered,
and the decisions you have made.
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. Create the permission groups in Polaris Administration, or adapt the Polaris
default groups. See Managing Permissions with Permission Groups.

. Set the Staff Client profile Generate security history to No until you have com-
pleted initial permissions setup. See Setting Staff Client Profiles.

. Give each group the permissions needed to do the tasks for the purpose of the
group. See Assign permissions to staff, workstation, or group.

. Assign the members to each permission group. See Manage members in a per-
mission group.

. Ask a member from each permission group to test the setup by doing their normal
tasks.

© 2022 Innovative (Part of Clarivate)
Page 14


Setting_Staff_Client_Profiles.htm#XREF_32735_About_Staff_Client
Assign_permissions_to_staff_workstation_or_group.htm#XREF_26146_Permission_Search
Manage_members_in_a_permission_group.htm#XREF_67872_Manage_members_in
Manage_members_in_a_permission_group.htm#XREF_67872_Manage_members_in

Polaris Permissions Overview

Managing Permissions for Staff, Workstations, Groups

The Permissions view for a specific group, staff member, or workstation lists all the
permissions that have been assigned to the record. You can add or remove multiple
permissions that apply to several organizations in a single operation. You can also see
which permissions are directly assigned and which permissions are assigned through
group membership. The Permissions view also lists the groups in which a staff member
or workstation is a member. You can change the group membership by adding
memberships, copying group memberships from another record, or removing group
memberships.

You can display the Permissions view by selecting Permissions under a workstation or
staff member in the Administration Explorer tree view, or by selecting View,
Permissions in a workform. To work with a permission group record, you must open the
Permission Group workform.

Note:

To work with workstation, staff, and Permission Group permissions, you
must have Access and Modify permissions for the appropriate record
type (including Permission Groups) and for Object/task control record.

See also:

e Finding Permissions

» Assign permissions to staff, workstation, or group

« Copy (acquire) permission settings

* Manage permission group membership

« Copy (acquire) permission group memberships

 Remove directly-assigned permissions

e Remove selected group-assigned permissions

Finding Permissions

To find permissions, first open the Staff, Workstation, or Permission Group workform, go

to the Permissions view, and click . See Assign permissions to staff, workstation, or
group. You can use the Find Tool options to do precise searches and sort the
permissions.
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Find all permissions related to Community Library’s bibliographic records:

Object = Permissions

By = Control Record Name

Type = Exact match (implicitly truncated)
For = *bib

Limit by: Organization, Community Library

2

File Edit Tools Options Help

Permissions - Control record name Find Tool

General | Settings | Scoping

Object: Permissions w | Limit by: | Organization Sfa'th Mode Search
(®) Normal
Search by: | Control record name w | Values: |Clifton Park-Halfmoon Public Librar A () Power
Cobleskil {ib _
Type: Exact match (implicitly truncated) v L = Lsa New Search
Corinth {lib)
Sortby: | (None) v ngriit';?“s'f;;f (Lg'f)r ary (br) [] Count Only ey
For: [ b v Dl Loy iy v =
Permission Name Control Record Name Subsystem Organization Level
2 Bibliographic records Community Library
ﬁl\ﬂodify Bibliographic templates Cataloging Community Library  Branch
ﬁAccess Bibliographic templates Cataloging Cornrmunity Library Branch
2 Access Bibliographic records Cataloging Community Library Branch
4 Delete/Undelete Bibliographic records Cataloging Community Library Branch
ﬁDelete Bibliographic templates Cataloging Community Library Branch
24 Create Bibliographic templates Cataloging Community Library  Branch
24 Create Bibliographic records Cataloging Community Library ~ Branch

Done

Close on Select

8 of & record(s) retriewe

You can search for permissions using the following access points and values. These
same access points are also available as Limit by filters in the Find Tool.

Search By Purpose

(mnemonic)

Control Record Name
(CRN)

Finds permissions by
their control record name
(the category name listed
in the Security view of the
Administration Explorer).
This search finds both
object and task

Type the name of any
permission control record
in the For box. Examples:
Bibliographic records,
Item records, Renew
items, Modify free days.
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Search By

(mnemonic)

Purpose

permissions.

Organization
(ORG)

Finds permissions that
can be set by an
organization.

Type an organization
name in the For box.

Permission Name

(PNAME)

Finds permissions by
their action type.

Any text in the For box is
valid.

Common actions: Access,
Allow, Create, Delete,
Modify.

Less common actions:
Adjust, Approve, Cancel,
Change, Check-in,
Convert, Credit, Deny,
Display, Override, Pay,
Print, Renew, Release,
Send, Transfer, Uncheck-
in.

Subsystem
(SUBSYS)

Finds permissions by
their associated
subsystem.

Type any of the following
names in the For box:

Acquisitions, Cataloging,
Circulation, Public Access
Catalog, System
Administration, Serials,
Find Tool, Polaris Fusion
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Setting Administration Permissions

Administration permissions control access to the various workforms, tables, and
controls needed to administer Polaris. Typically, Polaris administrators need the
administration permissions. However, other staff members may require access to
certain administration tables and controls to set up specific processes. For example,
senior catalogers may require administration permissions related to MARC validation.
To assign administration permissions, you must have the following permissions:

» Access administration: Allow

» System: Access

» Object/task control record: Access
» Object/task control record: Modify

Most administration permissions are set at the system level. You can use the Security
view at the system level on the Administration Explorer, or set the permissions from
individual group, workstation, and staff member workforms.

Even with specific System Administration permissions set at the system level, you also
need access permissions to an administration level (System: Access; Library: Access;
Branch: Access) to change any parameters or profiles for those levels. However,
granting access to any level allows administration access to all organizations at that
level, so be cautious in assigning administrative permissions. For large installations, you
may need to distribute the work load, but you should limit access to system-level
administration to only a few people. Other administrators can do most administration
functions with access limited to the Library or Branch administration levels.

Note:

You may want to add the primary Polaris administrators to the
Administrators group, in case the Polaris SuperUser logon is unavailable.
The Administrators group has all permissions.

See also:

* Grant administration permissions

e Administration Workflow Permissions
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Grant Administration Permissions

To assign the permissions that control access to Polaris administration:

1. Inthe Administration Explorer, select Security for the System level. The Security
view is displayed.

2. Select (highlight) System Administration in the Control Record list, and press
ALT+* (on the numeric key pad). The System Administration permission tree
expands to display all the System Administration permissions.
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3. Identify who can set permissions. See the Patron Services Administration PDF
Guide, Permissions to Set Permissions. Permissions to Set Permissions.
4. ldentify who can maintain organizational information. Manage organization secur-

ity settings.
5. Identify who can maintain group, workstation, and staff member records. See Per-
mission Group, Workstation, Staff Member Record Permissions.

6. ldentify who can work with specific permissions as assigned to groups (such as
cataloging or circulation administration tables, public access search and display
tables, and acquisitions tables. See Manage Permission Group Membership.

7. Select File > Save.
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Polaris Permissions Overview

Related Information

» General information about permissions - See Permission Strategies.

» Specific System Administration permissions - See Find Tool Permissions Refer-
ence.

» Using the Security view - See Managing Organization Security.

» Permission Groups - See Managing Permissions with Permission Groups.

» Setting permissions from a workform - See Managing Permissions for Staff, Work-
stations, Groups.

Administration Workflow Permissions

This section lists the combinations of permissions needed for specific administration
workflows.

Note:

For an alphabetical list of all System Administration permissions, see Find
Tool Permissions Reference. For more information about setting
permissions in Polaris, see Permission Strategies.

Permissions to Set Permissions

Administration Explorer

Workflow Required Permissions Security Location
Authorize others to set Access administration: System - System Admin
permissions Allow

Object/task control System - System Admin

record: Access

Object/task control System - System Admin

record: Modify

Staff members: Access System, Library, Branch -
System Admin

System: Access System - System Admin

Workstations: Access S